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Cybersecurity Risk Assessment Methodology  
 
Abacus' cybersecurity risk assessment methodology is modeled from the standards outlined in NIST SP 800-115, Technical 
Guide to Information Security Testing and Assessment, and CIS. The methodology includes four phases: Planning, Data 
Collection, Analysis, and Reporting. The process of this assessment aggregates and analyzes huge amounts of data and 
security findings across all analyzed technologies and services. The assessment methodology systematically organizes, 
prioritizes, and ranks only the most meaningfully impactful from the perspective of both the magnitude of impact as well as 
ease of exploitation. 
  
Phase 1: Planning 
  
The Planning phase involves determining the scope of the assessment, identifying the in-scope cloud platforms, and 
defining the objectives. This phase also outlines the assessment approach, defines the roles and responsibilities of the 
assessment team, and establishes the timeline for the assessment. 
  
Phase 2: Data Collection 
  
The Data Collection phase involves gathering information about the cloud platforms in scope, including their configuration, 
architecture, and security controls. This phase also includes identifying potential vulnerabilities, threats, and risks 
associated with the cloud platforms. Abacus utilizes several complementary techniques to ensure a holistic security picture 
is understood, including cloud-native features, open-source and commercial vulnerability assessment tools, and manual 
verification by expert security engineers. 
  
Phase 3: Analysis 
  
The Analysis phase involves reviewing and analyzing the data collected in the previous phase. This phase assesses the 
effectiveness of the security controls in place and identifies any gaps or weaknesses in the security posture of the cloud 
platforms. During all analyses specific care is taken to understand the context of the environment, the presence of any 
compensating controls, and the practical impact to the organization. 
  
Phase 4: Reporting 
  
The Reporting phase involves documenting the findings of the assessment. This phase includes creating a comprehensive 
report that summarizes the assessment results, identifies improvement areas, and provides recommendations for 
enhancing the security posture of the cloud platforms. 
  
It is important to note that the security findings and risk ratings generated by automated tools are not necessarily accurate 
on their own, as automated tools lack the context concerning compensating controls or actual environmental impact. That 
said, the Security Findings section of this report includes security risks and risk mitigation recommendations with this 
context in mind and are ranked accordingly. Informational-level security findings are not featured in this report for the sake 
of brevity and prioritizing security finding analysis. 
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Interview-Based Analysis 
  
Throughout the engagement, Abacus asked a series of pointed questions to better understand the organization’s 
operations, processes, security controls, and more. The questions, results, and additional interpretations from Abacus can 
be seen below. 
  
Do you have Cyber Insurance?  

1. Response: Yes 
2. Additional Analysis: Abacus warrants this to be a security best practice.   

 
Do you use a corporate password manager?   

1. Response: No, but members are allowed to use their own.   
2. Additional Analysis: Abacus warrants this to be a moderate security risk. More information can be found in the risk 

details.  
 

Do you have any technical security controls surrounding the process of sending wires?  
1. Response: All wires require 2 approvals by senior management. They require MFA tokens and verbal verification 

with the bank if they’re over a certain amount.  
2. Additional Analysis: Abacus warrants this as a security best practice. Ensuring RBACs and the separation of 

authority is key to ensuring that internal processes are secure. Additionally, if an investor requests a change to 
their wire instructions, treat it as a potential red flag. Always verify the request through a known, trusted 
communication channel, such as a phone call to a previously confirmed number. Sudden changes in payment 
details can be a sign of account compromise or fraud.   

 
What regulatory bodies are you beholden too? SEC, FCA, NYDFS, etc.   

1. Do you have any presence in the European Union which would fall under the purview of DORA? 
2. Response: SEC and no.  
3. Additional Analysis: Abacus does not warrant the response above to constitute any further security needs.   

  
Do you have customized information security policies or a Written Information Security Program (WISP) in place?  

1. Do you have a formalized incident response plan in place? 
2. Response: Yes and yes. 
3. Additional Analysis: Abacus does not warrant the response above to constitute any further security needs.   

  
Do you have a formal security risk management program in place to identify, track, remediate, and close out risks?  

1. Response: Yes 
2. Additional Analysis: Abacus does not warrant the response above to constitute any further security needs.   

  
Do you conduct end-user security awareness training on things like phishing (KnowBe4 or similar)?  

1. Response: Yes 
2. Additional Analysis: Abacus does not warrant the response above to constitute any further security needs.   

   
Are users able to use their own personal devices to access company resources (i.e, email, OneDrive, etc)?   

1. Response: Yes 
2. Additional Analysis: Abacus does not warrant the response above to constitute any further security needs, 

especially with the review that was conducted regarding this level of access.   
 

Do you develop any applications in-house? If yes, what is the cadence at which the applications get penetration testing? 
1. Response: Yes, annually.  
2. Additional Analysis: Abacus does not warrant the response above to constitute any further security needs.   
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Appendix A - MITRE ATT&CK Tactic Definitions 
TA0043 – Reconnaissance 
Reconnaissance consists of techniques that involve adversaries actively or passively gathering information that can be used to 
support targeting. Such information may include details of the victim organization, infrastructure, or staff/personnel. This 
information can be leveraged by the adversary to aid in other phases of the adversary lifecycle, such as using gathered information 
to plan and execute Initial Access, to scope and prioritize post-compromise objectives, or to drive and lead further Reconnaissance 
efforts. 
  
TA0042 – Resource Development 
Resource Development consists of techniques that involve adversaries creating, purchasing, or compromising/stealing resources 
that can be used to support targeting. Such resources include infrastructure, accounts, or capabilities. These resources can be 
leveraged by the adversary to aid in other phases of the adversary lifecycle, such as using purchased domains to support 
Command and Control, email accounts for phishing as a part of Initial Access or stealing code signing certificates to help with 
Defense Evasion. 
  
TA0001 – Initial Access 
Initial Access consists of techniques that use various entry vectors to gain their initial foothold within a network. Techniques used 
to gain a foothold include targeted spear phishing and exploiting weaknesses on public-facing web servers. Footholds gained 
through initial access may allow for continued access, like valid accounts and use of external remote services, or may be limited-
use due to changing passwords. 
  
TA0002 – Execution 
Execution consists of techniques that result in adversary-controlled code running on a local or remote system. Techniques that run 
malicious code are often paired with techniques from all other tactics to achieve broader goals, like exploring a network or stealing 
data. For example, an adversary might use a remote access tool to run a PowerShell script that does Remote System Discovery. 
  
TA0003 – Persistence 
Persistence consists of techniques that adversaries use to keep access to systems across restarts, changed credentials, and other 
interruptions that could cut off their access. Techniques used for persistence include any access, action, or configuration changes 
that let them maintain their foothold on systems, such as replacing or hijacking legitimate code or adding startup code. 
  
TA0004 – Privilege Escalation 
Privilege Escalation consists of techniques that adversaries use to gain higher-level permissions on a system or network. 
Adversaries can often enter and explore a network with unprivileged access but require elevated permissions to follow through on 
their objectives. Common approaches are to take advantage of system weaknesses, misconfigurations, and vulnerabilities. 
  
TA0005 – Defense Evasion 
Defense Evasion consists of techniques that adversaries use to avoid detection throughout their compromise. Techniques used for 
defense evasion include uninstalling/disabling security software or obfuscating/encrypting data and scripts. Adversaries also 
leverage and abuse trusted processes to hide and masquerade their malware. Other tactics’ techniques are cross listed here when 
those techniques include the added benefit of subverting defenses. 
  
TA0006 – Credential Access 
Credential Access consists of techniques for stealing credentials like account names and passwords. Techniques used to get 
credentials include keylogging or credential dumping. Using legitimate credentials can give adversaries access to systems, make 
them harder to detect, and provide the opportunity to create more accounts to help achieve their goals. 
  
TA0007 – Discovery 
Discovery consists of techniques an adversary may use to gain knowledge about the system and internal network. These 
techniques help adversaries observe the environment and orient themselves before deciding how to act. They also allow 
adversaries to explore what they can control and what’s around their entry point in order to discover how it could benefit their 
current objective. Native operating system tools are often used toward this post-compromise information-gathering objective. 
  
TA0008 – Lateral Movement 
Lateral Movement consists of techniques that adversaries use to enter and control remote systems on a network. Following 
through on their primary objective often requires exploring the network to find their target and subsequently gaining access to it. 
Reaching their objective often involves pivoting through multiple systems and accounts to gain. Adversaries might install their own 
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remote access tools to accomplish Lateral Movement or use legitimate credentials with native network and operating system 
tools, which may be stealthier. 
  
TA0009 – Collection 
Collection consists of techniques adversaries may use to gather information and the sources information is collected from that are 
relevant to following through on the adversary's objectives. Frequently, the next goal after collecting data is to steal (exfiltrate) the 
data. Common target sources include various drive types, browsers, audio, video, and email. Common collection methods include 
capturing screenshots and keyboard input. 
  
TA0011 – Command and Control 
Command and Control consists of techniques that adversaries may use to communicate with systems under their control within a 
victim network. Adversaries commonly attempt to mimic normal, expected traffic to avoid detection. There are many ways an 
adversary can establish command and control with various levels of stealth depending on the victim’s network structure and 
defenses. 
  
TA0010 – Exfiltration 
Exfiltration consists of techniques that adversaries may use to steal data from your network. Once they’ve collected data, 
adversaries often package it to avoid detection while removing it. This can include compression and encryption. Techniques for 
getting data out of a target network typically include transferring it over their command-and-control channel or an alternate 
channel and may also include putting size limits on the transmission. 
  
TA0040 – Impact 
Impact consists of techniques that adversaries use to disrupt availability or compromise integrity by manipulating business and 
operational processes. Techniques used for impact can include destroying or tampering with data. In some cases, business 
processes can look fine, but may have been altered to benefit the adversaries’ goals. These techniques might be used by 
adversaries to follow through on their end goal or to provide cover for a confidentiality breach. 
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Appendix B - Microsoft 365 Security Resources 
Given that a significant amount of  systems is within the Microsoft ecosystem, measuring the efficacy of 
compliance with company policies would most likely be best accomplished with Microsoft Purview, which is bundled with 
Business Premium licenses. Microsoft Purview has the ability to ingest and evaluate the configurations of Office 365 
services, Defender services, Intune, Secure Score, and Azure systems.  
  
It would be ideal if the Microsoft 365 Compliance CIS assessment dashboards were reviewed on at least a quarterly 
cadence to ensure a consistent burn-down of security control gaps while also ensuring that new gaps do not appear from 
unintended regressions. CIS-specific references for security control implementation recommendations and security 
hardening are also provided. 
  
Specific Resources: 
  

Microsoft 365 Purview Compliance Manager helps automatically evaluate and manage your organization’s compliance 
requirements. There are multiple compliance checklist templates that are provided, including templates for CIS, which 
can also be modified and customized. 
Microsoft Compliance Configuration Analyzer for Purview is a preview PowerShell-based utility that will fetch your 
organization’s current configurations and validate them against Microsoft 365 recommended best practices. MCCA can 
help you quickly see which improvement actions in Purview apply to your current Microsoft 365 environment. Each 
action identified by MCCA will give you recommendations for implementation, with direct links to Purview and the 
applicable solution to start taking corrective action. 
CIS Microsoft Azure Foundations Benchmark provides a step-by-step checklist for securing Azure. 
CIS Hardened Images on Microsoft Azure are Azure certified and preconfigured to the security recommendations of 
the CIS Benchmarks. They are available on both Azure and Azure Government. 
Azure Blueprint for CIS Microsoft Azure Foundations Benchmark helps customers deploy a core set of policies for any 
Azure-based architecture that must implement CIS Azure Foundations Benchmark recommendations. 
Azure Policy recommendation mapping provides details on policy definitions included within the above Blueprint and 
how these policy definitions map to the compliance domains and controls in CIS Microsoft Azure Foundations 
Benchmark. When assigned to an architecture, resources are evaluated by Azure Policy for non-compliance with 
assigned policy definitions. 
CIS Controls Cloud Companion Guide provides guidance on applying security best practices in CIS Controls Version 7 
to cloud environments. 
CIS Microsoft 365 Foundations Benchmark provides prescriptive guidance for establishing a secure baseline 
configuration for Microsoft 365. 
Microsoft 365 security roadmap Minimize the potential of a data breach or compromised account by following this 
roadmap. 
Windows security baselines Follow these guidelines for the effective use of security baselines in your organization. 
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Appendix C - Risks Connected to AI Usage 
Before offering guidance for the use of AI, it is important to communicate the risks present in the use of these tools. While 
this list is not exhaustive, it is generally considerate of the higher risks present in the current landscape of AI usage. 
  
Unauthorized or Unintentional Data Exposure 
AI usage can expose firms to having confidential data leaked to outside parties or unauthorized internal parties if 
appropriate protections are not in place. Without de-authorization, your data may be used to train AI models and lead to 
potential leakage outside your organization. Further, prompt injection techniques may be used to forcibly expose your data 
connected to these AI systems. 
  
Regulatory, Legal, and Compliance Risks 
The use of AI is growing in regulatory oversight. The EU AI Act is strictly enforced for all manners of AI usage and 
processing and carries penalties akin to those under the GDPR. In the same vein, personal data used in AI systems may 
need to be communicated to individuals as part of required privacy notices. Leveraging AI without prior authorization may 
also expose firms to violating existing contracts, which require confidentiality of shared data. 
  
Hallucinations 
AI is an imperfect tool and reliant on a set of growing, but limited data references. As such, asking highly specific questions 
to which there is no appropriate reference backing may lead the AI solutions to generate arbitrary and incorrect answers. 
  
Insecure Code Development 
In 2025, OWASP identified inappropriate trust in AI generated code (colloquially called "vibe coding") as introducing 
significant security risk in newly developed applications and programs. For internally used programs the risk may be lower, 
but more public-facing or highly sensitive applications developed using this method are inherently very dangerous. 
  
Undiscovered Risks 
Just as there are newly discovered security exploits made every day, so too are risks stemming from AI systems. It is 
important to always remain informed and understand the risk posture of the solution you are seeking to implement and 
weigh those findings against the risk appetite for your organization. 
  

Appendix D - Countering AI-centric Risks 
It should be made clear that in any system, operation, or action, there is no such thing as no risk - there are inherent risks 
(risks present from the outset) and actual/residual risks (risks remaining following steps taken to mitigate the risk). That 
said, there are a series of recommended practices that your organization should adopt and confirm as adequate before 
implementing any new AI system. 
  
Technical Controls 
Technical controls will range in ease of implementation depending on the degree to which you are mitigating risks, and the 
level of licensing used for the AI tool. The following are broad recommendations for technical policies to implement and are 
vendor-agnostic.  

• Disable the allowance of the tool to train on your data 
• Minimize retention periods of data or disable “memories” outright 
• Enable SSO/SAML authentication where possible 
• Enable audit logging within the solution - ideally connect them to your Security Information and Event 

Management (SIEM) solution 
• Disable or highly restrict any plugins, connectors or integrations with other systems (e.g., your Microsoft 

environment, your cloud storage solution) 
• Enforce domain restrictions to only authorize your organization’s domain within the tenant 
• Set automatic log-off for idle sessions, ideally within 15 minutes (this is different from the automatic device log-off) 
• Disable external sharing of AI conversations outside of the organization 
• Restrict user creation of API keys 
• Follow the principles of least privilege and role-based access controls when assigning licenses and permissions 
• Under no circumstances should AI tools be authorized without organization-sponsored licensing. Personal licenses 

(both free and advanced licenses) within an organization should be prohibited in all cases 
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It is important to perform due diligence and review documentation to ensure your organization has the appropriate 
licensing to enact the listed controls. 
  
A note on Data Loss Prevention (DLP) tooling 
DLP tools like Microsoft Purview and Egnyte are becoming increasingly popular in the IT security landscape. These tools 
help prevent data exposure by automatically labeling data and setting access controls to prevent unauthorized exposure to 
both external and internal parties. 
If you are seeking to leverage an AI tool to process, review and understand confidential or sensitive data you have, even if 
it is internally facing data, it is of utmost importance that you integrate a DLP solution with your authorized AI tool. 
  
Administrative Controls 
While the technical controls are rather straightforward in approach, the administrative controls are where most 
organizations falter. The administrative controls are not simply policies to allow or disallow the use of AI, but should be 
comprehensive to properly identify and address the risks of AI usage. 
Before seeking to implement an AI solution, it is important to set very clear criteria and inputs for your overall operations. 
These include: 

• A defined data classification schema to understand what data you have in tow and the sensitivity of such data 
• Risk management considerations to identify, document, and address risks that may arise from the use of AI 

systems - with these considerations being proactive and ongoing 
• Defined governance structure to determine who owns and is responsible for enforcement of all security controls 

related to AI 
• Defining approved use cases for AI solutions and what data is authorized for those use cases 
• Due diligence on the interested solutions, both before onboarding and on an ongoing basis to identify incidents 

and security failures for the tool’s infrastructure  
o Note: Standard due diligence is usually related to the tool provider and not an audit of the tool itself. 

Individual configurations of tools should be considered with respect to the previously listed technical 
controls. 

• Identifying regulatory, legal, and compliance risks tied to the implementation of an AI solution 
• Monitoring for potential incidents stemming from an organization’s use of AI, as well as non-compliance with 

organizational policies  
o Note: The monitoring of security incidents related to AI may be considered separate to broad security 

monitoring provided by a security service provider (e.g., a SOC). Mechanisms to monitor and respond to AI-
centric incidents may fall more on internal teams and introduce new risks. 

• Creating or amending Secure Software Development Lifecycle (SSDLC) practices to reflect the accepted uses of AI 
for coding/programming 

• Training staff in acceptable practices and ensuring they understand their responsibilities related to an AI system 
  
This list may seem quite long but can realistically be incorporated into existing Security Policies like a WISP. The more 
difficult part organizations experience is ensuring enforcement of these policies and procedures since those deficiencies 
may come up during an audit. 
  
Furthermore, these recommendations are not to be considered “one size fits all” and are broad strokes for policy coverage. 
Procedural elements and the depth of policies should be specific to each organization, their operations, and the degree to 
which they can be enforced. 
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Appendix E - Purple Knight Findings  
Purple Knight - Active Directory Findings 

Non-default principals with DC Sync rights on the domain    

Unprivileged users can add computer accounts to the 
domain 

 

Built-in domain administrator account with old password 
(180 days) 

Administrator 

Ephemeral admins Administrators 

Schema Admins group is not empty IOE Found 64  Administrator 

Users with old passwords  
 

 
 

Admins with old passwords   N-able Service Account 

Risky Pre-Windows 2000 Compatible Access Group 
membership IOE Found 91 

Pre-Windows 200 Compatible Access 

Changes to privileged group membership in the last 7 days Administrators 

Protected Users group not in use Administrator,    
N-able 

Users with Password Never Expires flag set     
      

    
 

Privileged accounts with a password that never expires    N-Able Service 
Account 

User accounts with password not required  

Computers with password last set over 90 days ago 
   

 

Print spooler service is enabled on a DC . local 

Kerberos  account with old password  

Users with SPN defined  

Primary users with SPN not supporting AES encryption on 
Kerberos 

 

RC4 or DES encryption type are supported by DCs local 

SSO computer account with password last set over 90 
days ago 

 








