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Appendix A - OWASP Web Application Category Definitions 
A01:2025 – Broken Access Control 
Access control enforces policy to prevent users from acting outside of their intended permissions. Failures typically lead to 
unauthorized information disclosure, information modification, destruction of all data, or performing a business function outside of 
the user's permissions. 
  
A02:2025 – Security Misconfiguration 
Security misconfiguration is the most commonly seen issue. This is often a result of insecure default configurations, incomplete or 
ad hoc configurations, open cloud storage, misconfigured HTTP headers, and verbose error messages containing sensitive 
information. Not only must all operating systems, frameworks, libraries, and applications be securely configured, but they must be 
patched and upgraded in a timely fashion. 
  
A03:2025 – Software Supply Chain Failures 
Software supply chain failures are breakdowns or compromises in the process of building, distributing, or updating software, often 
caused by vulnerabilities or malicious changes in third-party code, tools, or dependencies. This category is an expansion of the 
prior "Vulnerable and Outdated Components". 
 
A04:2025 – Cryptographic Failures 
Many web applications and APIs do not properly protect sensitive data, such as financial, healthcare, and PII. Attackers may steal 
or modify such weakly protected data to conduct credit card fraud, identity theft, or other crimes. Sensitive data may be 
compromised without extra protection, such as encryption at rest, or in transit, and requires special precautions when exchanged 
with the browser. 
  
A05:2025 – Injection 
An application is vulnerable to injection attacks when user-supplied data is not validated, filtered, or sanitized by the application, 
dynamic queries or non-parameterized calls without context-aware escaping are used directly in the interpreter, hostile data is 
used within object-relational mapping (ORM) search parameters, or when hostile data is directly used or concatenated. 
  
A06:2025 – Insecure Design 
Insecure design is a broad category that represents different types of weaknesses, expressed as “missing or ineffective control 
design.” There is a difference between insecure design and insecure implementation. One of the factors that contributes to 
insecure design is the lack of business risk profiling inherent in the software or system being developed, and thus there is a failure 
to determine what level of security design is required. 
  
A07:2025 – Authentication Failures 
Application functions related to authentication and session management are often implemented incorrectly, allowing attackers to 
compromise passwords, keys, or session tokens, or to exploit other implementation flaws in order to assume other users' identities 
temporarily or permanently. This category encompasses weaknesses in multi-factor authentication, session handling, credential 
storage, and federated identity flows. 
  
A08:2025 – Software or Data Integrity Failures 
Software and data integrity failures relate to code and infrastructure that does not protect against integrity violations. An example 
of this is a CI/CD pipeline that doesn’t verify integrity, or where an application relies upon plugins, libraries, and modules from 
untrusted sources, repositories, and content delivery networks (CDNs). 
  
A09:2025 – Security Logging and Alerting Failures 
Insufficient logging and monitoring, coupled with missing or ineffective integration with incident response, allows attackers to 
further attack systems, maintain persistence, pivot to more systems, and tamper, extract, or destroy data. Most breach studies 
show that it takes on average over 200 days to detect a breach, and the breach is typically detected by external parties rather 
than internal processes or monitoring. 
  
A10:2025 – Mishandling of Exceptional Conditions 
Mishandling of exceptional conditions encompasses weaknesses arising from improper error handling, logical errors, fail-open 
behavior, and other vulnerabilities that manifest when systems encounter abnormal states. Exploitation of these conditions can 
result in sensitive data exposure, denial-of-service conditions, or unintended access granted through insecure failure modes. 
Secure applications must be designed not only to resist attack, but to fail safely and predictably under adverse conditions. 




