Internal Pentest
Pentest Report

Website abacustechnology.com
Email CyberRedTeam@abacustechnology.com ) HORIZONS 2l
ABACUS Phone (866) 888-1943

POWERED BY

Note: This document may contain information that is potentially sensitive in nature, including personally identifiable information. Use discretion when sharing this document with any
other parties. The information contained herein is protected and is considered proprietary information for the exclusive use of Chris Scholl and Abacus Information Technology LLC -
Flex - for this report.






1. Executive Summary

11. Summary

Started Apr 16, 2026, 5:56 PMUTC Initiated by [N NodeZero IP

Completed Apr 16, 2026, 7:31PM UTC Forclient Abacus Information Hosts Assessed
Technology LLC - Flex -

Duration 1h 35m
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Attack Paths Exploited Weaknesses Found Credentials Compromised

Overall Exposure Level: Medium

This exposure level stems from finding and exploiting significant weaknesses in
the network.

Remediate the weaknesses identified to reduce the exposure level.

1.2. Top Business Risks and Impacts
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33 weaknesses were discovered during the pentest. These weaknesses did not lead to any impacts.

1.3. Top Weaknesses

WEAKNESSES BY CATEGORY

WEAKNESSES FOUND
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Fixing the following weaknesses will reduce the organization's cyber risk:
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1. H3-2020- Zone Tr cting Domain Controller | (d<cO ' oc2!) and Domain
Controller | (©<O2 B! oc2). Allowing zone transfers to any server provides an attacker with
information that can be used to identify target systems. This information may be used to carry out additional attacks.

2. H3-2022-0069: Web DirL ng application Application on | (cressida.callard.local) port 443 and
application Application on | (cressida.callard.local) port 80. Directory listings can enable an attacker to gain
unauthorized access to sensitive information on the web server, such as source code, configuration files, keys,

webserver data, and webserver backup files.
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1.6. Top Credentials
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As illustrated by severity, the pentest discovered 12 credentials in total. The most impactful credentials likely contribute to

the most critical attack paths.
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Proofs

Proofs of exploitability against one of the affected assets: Domain Controller | (d<O1 ! ocal)

DNS records obtained from zone transfer

04/16/2026, 10:57 AM

$ python3 /opt/dnsrecon/dnsrecon.py -n _ -d _1oca1 -t std,axfr -j output.json --

disable_check_bindversion --tcp

[*]
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[*]
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[*]
[*]
[*]

std: Performing General Enumeration against: local...
DNSSEC is not configured for
SOA dcoe1l.
NS dcel.

Recursion enable

Recursion enabled on NS Server

A local
A local
Enumerating SRV Recorxds
SRV _gc._tcp.
SRV _gc._tcp.

local dce2.
local dcei.

3268

SRV _kerberos. 88
SRV _kerberos. _ 88
SRV _kerberos. _ 88
SRV _kerberos. 88

ocal DCe2.
local dcol.

SRV _ldap._tcp.
SRV _ldap._tcp.
SRV _ldap._tcp.pdc._msdcs. 4
SRV _ldap._tcp.ForestDNSZones. G 389

SRV _ldap._tcp.ForestDNSZones. 389
SRV _ldap._tcp.gc._msdcs.

SRV _ldap._tcp.gc._msdcs. local dcei. 3268
SRV _ldap._tcp.dc._msdcs.| local dceil. 389
SRV _ldap._tcp.dc._msdcs. local dce2. 389
SRV _kpasswd._tcp.

SRV _kpasswd._tcp.|

SRV _kpasswd._udp.

SRV _kpasswd._udp.

SRV _kerberos._tcp.dc._msdcs. 88
SRV _kerberos._tcp.dc._msdcs.| 88

21 Records Found

Checking for Zone Transfer for _local name SseIrvers

Resolving SOA Recorxd
Resolving NS Recorxds
NS Servers found:
NS dcoe1l. local
NS dce2. local
Removing any duplicate NS server IP Addresses...

1rving ws server [N

Has port 53 TCP Open
Zone Transfer was successful!!
NS dce2.
NS dcoel.
NS dcel.
Q.
@.

>

Ax1iomaol.

chipureol.
chipure02.
Clarifiel.
Clarifie2.
ConferenceRoom
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[*] A DEV-SQLO2.

[*] A DomainDnsZones.|
[*] A DomainDnsZones.
[*] A ESX-VDIO1.

[*] A ESX-VDIO2.

[*] A FactSeto1.

[*] A FACTSETO2.

[*] A ForestDnsZones.|
[*] A ForestDnsZones.
[*] A

[*] A

[*] A ILO-ESX-VDIO1.
[*] A ILO-ESX-VDIO2.
[*] A NYDC-ATCCTXO1.
[*] A NYDC-ATCCTX02.
[*] A NYDC-ATCSAPIO1.
[*] A NYDC-ATCUATO1.
[*] A NYDC-ATCUATO2 .|
[*] A NYDC-ATCZAPO1 .
[*] A NYDC-ATCZAPO2 .
[*] A NYDC-ATCZDBO1.

[Proof truncated by 5,041 characters. See full details in the UI.]
DNS records obtained from zone transfer

04/16/2026, 10:58 AM

$ python3 /opt/dnsrecon/dnsrecon.py -n _ -d _local -t std,axfr -j output.json --

disable_check_bindversion --tcp

[*] std: Performing General Enumeration against: _local...

[-] DNSSEC is not configured for local
[*] SOA dce2.
[*] NS dce2.

[-1 Recursion enable
(] s dcor [N
[-] Recursion enabled on NS Server

[*] A local

[*] A local

[*] Enumerating SRV Recoxds

[+] SRV _ldap._tcp. 389

[+] SRV _ldap._tcp.

[+] SRV _kerberos. _ 88
[+] SRV _kerberos. 88
[+] SRV _gc._tcp.

[+] SRV _gc._tcp.

[+] SRV _kerberos. 88

[+] SRV _kerberos._tcp.

[+] SRV _ldap._tcp.pdc._ 5 389
[+] SRV _ldap._tcp.dc._msdcs.| local dcei. 389
[+] SRV _ldap._tcp.dc._msdcs. local dce2.

[+] SRV _kerberos._tcp.dc._msdcs.| 88

local dcoe2.

[+] SRV _kerberos._tcp.dc._msdcs. 88
[+] SRV _ldap._tcp.ForestDNSZones. local dcei. 389
[+] SRV _ldap._tcp.ForestDNSZones.| local dce2. 389
[+] SRV _ldap._tcp.gc._msdcs. local dcei.

local dce2.
local dce1i.
local dce2.
local dce1i.
local dce2.

[+] SRV _ldap._tcp.gc. 3268
[+] SRV _kpasswd._udp.|
[+] SRV _kpasswd._udp.
[+] SRV _kpasswd._tcp.
[+] SRV _kpasswd._tcp.
[+] 21 Recoxrds Found

[*] Checking for Zone Transfer for _1oca1 name servers

[*] Resolving SOA Recorxd

[*] Resolving NS Recorxds
[*] NS Servers found:
[+] NS dcoe1l.
[+] NS dce2.
[*] Removing any

[*]

_msdcs.|

464
464
464

local
local

uplicate NS server IP Addresses...
[*] Trying NS server

Has p01! !! ”! Open

() N e P
[+] Zone Transier was successful!!

[*] NS dcoe2. local
[*] NS dce1l. local
[*] NS dcoeil. local
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[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

@.
@.

>>>2>2>2>2>2> 2> > >>>D>

uranus.callard.local. .
dci.callard.local. |
acappOl.

local
local

Axioma@1l.
chipureoil.
chipure02.
Clarifiea.
Clarifie2.
ConferenceRoom
dcel.
DCO2.
Dev-SQLO1.
DEV-SQLO2 .|
DomainDnsZones.
DomainDnsZones.
ESX-VDIO1.
ES
FactSetol.
FACTSETO2.
ForestDnsZones.
ForestDnsZones.

X-VDIO2.

ILO-ESX-VDIO1.
ILO-ESX-VDIOZ2.
NYDC-ATCCTXO1.
NYDC-ATCCTX02.
NYDC-ATCSAPIOL1.
NYDC-ATCUATO1.
NYDC-ATCUATO2 .
NYDC-ATCZAPO1.
NYDC-ATCZAPO2 .
NYDC-ATCZDBO1.

[Proof truncated by 5,041 characters. See full details in the UI.]

DNS records obtained from zone transfer

04/16/2026, 10:59 AM

$ python3 /opt/dnsrecon/dnsrecon.py -n _ -d _1oca1 -t std,axfr -j output.json --

disable_check_bindversion

[x]

[-] DNSSEC is not configured for

[*]
[*]
[-]
[*]
52
[*]
[*]
[*]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

std: Performing General Enumeration against:

SOA dce1l.
NS dce2. ocal
Recursion enabled on NS Server

NS

dcel.

local

Recursion enabled on NS Server

A
A

Enumerating SRV Records

SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV
SRV

local
local

_kerberos._tcp. 88
_kerberos._tcp. 88
«Ydam:-teps
_ldap._tcp.
_kerberos._udp. 88
_kerberos._udp. 88

local dcei.
local dce2.

_gc._tcp,|
_gc._tcp.
_ldap._tcp.pdc._msdcs.
_ldap._tcp.dc._msdcs.|
_ldap._tcp.dc. msdcs.|
_kpasswd._tcp.
_kpasswd._tcp.
_kerberos._tcp.dc._ms .
_kerberos._tcp.dc. ms : local dceil.
_kpasswd._udp. ocal dco2.
_kpasswd._udp. local dcoil.
_ldap._tcp.Forxes

88
88

389

1




[+] SRV _ldap._tcp.ForestDNSZones. local dcoil.
[+] SRV _ldap._tcp.gc._msdcs. ocal dcei.

[+] SRV _ldap._tcp.gc._msdcs. local dce2.
[+] 21 Recoxrds Found

[*] Checking for Zone Transfer for _1oca1 name servers

[*] Resolving SOA Recoxd

[*] Resolving NS RecoIxds

[*] NS Servers found:
[+] NS dcoeil.

389

local

[+] NS dce2. local
[*] Removing any duplicate NS server
[*]

[*] Trying NS server _

[+] ” Has port 53 TCP Open
[+] Zone Transier was successful!!
[*] NS dceil.

[*] NS dce2.

[*] NS dcei.

[*] A

[*] A

[*] A

[*] A

[*] A

[*] A Appo1.

[*] A

[*] A

[*] A

[*] A

[*] A Axioma®1l.

[*] A chipure0il.

[*] A chipure02.

[*] A Clarifiea.

[*] A Clarifie2.

[*] A ConferenceRoomPC .
[*] A

[*] A

[*] A Dev-SQLO1.

[*] A DEV-SQLO2.

[*] A DomainDnsZones.|
[*] A DomainDnsZones.
[*] A ESX-VDIO1.

[*] A ESX-VDIO2.

[*] A FactSeto1l.

[*] A FACTSETO2.

[*] A ForestDnsZones.|
[*] A ForestDnsZones.|
[*] A

[*] A

[*] A ILO-ESX-VDIO1.
[*] A ILO-ESX-VDIE2.
[*] A NYDC-ATCCTXO1.
[*] A NYDC-ATCCTXO2.
[*] A NYDC-ATCSAPIO1.
[*] A NYDC-ATCUATO1.
[*] A NYDC-ATCUATO2.
[*] A NYDC-ATCZAPO1 .
[*] A NYDC-ATCZAPO2.
[*] A NYDC-ATCZDBO1.

[Proof truncated by 5,041 characters. See full details in the UI.]
DNS records obtained from zone transfer

04/16/2026, 10:59 AM

$ python3 /opt/dnsrecon/dnsrecon.py -n _ -d _local -t std,axfr -j output.json --

disable_check_bindversion

[*] Checking for Zone Transfer for _local name SeIrvers

[*] Resolving SOA Recoxd

[*] Resolving NS Recorxds

[*] NS Servers found:

[+] NS dcoe1l. local

[+] NS dcez2. local

[*] Removing any duplicate NS server IP Addresses...
[*]




[*] Txving NS server
[+] Has port 53 TCP Open
[+] Zone Transfer was successful!!
[*] NS dcoel.

[*] NS dce2.

[*] NS dcel.

[*] A @,

[*] A

[*] A

[*] A

[*] A

[*] A

[*] A

[*] A

[*] A

[*] A

[*] A Axioma©1.

[*] A chipure©1l.

[*] A chipure02.

[*] A Clarifiea.

[*] A Clarifie2.

[*] A ConferenceRoomPC .|
[*] A dcel.

[*] A dce2.

[*] A Dev-SQLO1.

[*] A DEV-SQLO2.

[*] A DomainDnsZones.
[*] A DomainDnsZones.
[*] A ESX-VDIO1.

[*] A ESX-VDIO2.

[*] A FactSeto1l.

[*] A FACTSETO2.

[*] A ForestDnsZones.
[*] A ForestDnsZones.|
[*] A FSO1.

[*] A FSO2.

[*] A ILO-ESX-VDIO1.
[*] A ILO-ESX-VDIO2.
[*] A NYDC-ATCCTXO1.
[*] A NYDC-ATCCTXO2.
[*] A NYDC-ATCSAPIO1.
[*] A NYDC-ATCUATO1.
[*] A NYDC-ATCUATO2.
[*] A NYDC-ATCZAPO1 .
[*] A NYDC-ATCZAPO2 .
[*] A NYDC-ATCZDBO1.
[*] A QA-SQLO1.

[*] A QA-SQLO2.

[*] A QA-TABLEAUO1.
[*] A QA-Tableau®2.
[*] A

[*] A

[*] A

[*] A

[*] A Tableau®1l.

[*] A

[*] A TITAN2.

[*] A TradeO1l1.

[*] A Trade©ilb.

[*] A Utile1.

[*] A Utile2.

[*] A vdesktop-001.
[*] A vdesktop-002.
[*] A vdesktop-003.
[*] A vdesktop-007.
[*] A vdesktop-008.
[*] A vDesktop-100.
[*] A vDesktop-101.
[*] A vDesktop-103.
[*] A vDesktop-104.
[*] A vDesktop-105.
[*] A vDesktop-106.
[*] A vDesktop-107.
[*] A vDesktop-108.
[*] A vDesktop-109.
[*] A vDesktop-110.
[*] A vDesktop-11060.







Proofs

Proofs of exploitability against one of the affected assets: Application on | (cressida.callard.local) Port 443

Vulnerable application at http: /| GG 443

Index of /
Oy hmk 201607120647 -

Apacter2.4.7 (Ubuera) Server o [ | | R

Vulnerable application at http: /G443

Index of /
Mme Lostmedified Size Description
Chmk 200607-1206:47 -

Apacher24.7 (Uburma) Server ot [
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Vulnerable application at http: /| G443

Index of /
Chmy 201607120647 -

Apoche247 U Server o (N

Vulnerable application at http: /G443

Index of /
Name Lastmedified Size Description
Cyhuml 2016-07-1206:47 -

Apocke 2.7 Ubaer) server o [
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Vulnerable application at http: /| G443

Index of /
Mame Last medified Size Description

Oyhink 201607120647 -

peeye— |

2.5.4. 1IS Shortname Disclosure Vulnerability LOW 3
H3-2025-0003

Details

The IIS webserver responds to requests for 8.3 shortnames, which an attacker can use to discover and read files and
directories by using data warehouses or wordlists mapping shortnames to likely full names (e.g. shortname 'USER_N' to
'USER_NETWORK').

Remote attackers can discover and read sensitive files hosted by the webserver more easily than with traditional brute-
forcing.

Information Disclosure

Mitigations

¢ Disable 8.3 shortname generation for all future files using 'fsutil behavior set disable8dot3 1' or the Registry Editor,
unless your legacy applications require it.

* Remove 8.3 filenames from all existing files on each affected drive using 'fsutil 8dot3name strip /s /v K:' (replacing 'K'
with the letter of the affected drive), unless legacy applications require them. Certain legacy applications set registry
keys using shortnames; consult application documentation to determine whether these are necessary. A list of your
registry keys using shortnames can be found with 'fsutil 8dot3name scan /s /v K:' (replacing 'K’ with the letter of the
affected drive).

References

e Microsoft Article @ https: /techcommunity.microsoft.com/blog/iis-support-blog/iis-short-name-
enumeration/3951320 ('

o Medium Article @ https://adrianjnkns.medium.com/iis-shortname-vulnerability-67f933849943 =z

¢ Microsoft Article (Detailed) @ https://learn.microsoft.com/en-us/windows-server/administration/windows-
commands/fsutil-8dot3name

e MITRE ATT&CK Technique: T1595.003: Active Scanning: Wordlist Scanning @
https://attack.mitre.org/techniques/T1595/003 )
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